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opensight - intune prtg sensor

Monitor intune device states in prtg

Version 1

Features

Authentication with standard azure account

Prerequisites

mfa has to be disabled on the user account

General

The script uses a user to authenticate with azure. This can be passed from prtg with the parameters

username

password

Obviously the user needs to be able to view the devices in intune. Also the user cannot have multifactor

authentication enabled. Otherwise you will need to create a service principal.

Version 2

Features

Authentication with an Azure Service Principal

Prerequisites

PRTG Probe Configuration

On the machine, where the sensor script will run (aka the prtg probe), install the msal.ps module.

(microsoft authentication library)

Install-Module MSAL.PS -Scope AllUsers -Force 
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Also make sure that running scripts is actually possible. Open the 32-bit / x86 version of powershell. Set

The ExecutionPolicy

set-executionpolicy unrestricted -Scope LocalMachine 
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Microsoft Azure Configurations
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First create a new app registration in intune (service principal) 

Make note of the application id (script parameter -app_id)

Make note of the tenant id (script parameter -tenant_id)
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Create a new client secret in the app registration 

Make note of the secret value (script parameter -client_secret)

Grant the required permissions and give admin consent
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PRTG

Put the sensor in the right location on the prtg probe in the EXEXML folder 
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In PRTG create a new EXE/advanced probe 

Add the parameters that were noted above to the sensor configuration
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Manual Testing

On the PRTG Probe, you can also test the sensor manually. Just open a powershell and type

. "C:\Program Files (x86)\PRTG Network Monitor\Custom 
Sensors\EXEXML\v2_prtg_intune_device_monitor.ps1" -app_id "xxx-xxx-xxx-
xxx" -tenant_id "xxx-xxx-xxx-xxx" -client_secret "xxxxxxx" 


