README.md 3/17/2023

opensight - intune appstate prtg sensor

Monitor intune application installation states in prtg

Content

e opensight - intune appstate prtg sensor
e Content
o Script Features
o Prerequisites
= PRTG Probe Configuration
m  Microsoft Azure Configurations
o Installation
= PRTG
= Script Parameters
= Manual Testing
= Some more examples

Script Features

e Authentication with an Azure Service Principal
o List all application install states

Prerequisites
PRTG Probe Configuration

¢ On the machine, where the sensor script will run (aka the prtg probe), install the msal.ps module.
(microsoft authentication library)

Install-Module MSAL.PS -Scope AllUsers -Force
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(C) Microsoft Corporation. &lle Rechte wvorbehalten.

Lernen Sie das neue plattformiubergreifende PowerShell kennen - https ka.ms fpscores

Install-Module MSAL.PS flllsers
ministrat

Also make sure that running scripts is actually possible. Open the 32-bit [ x86 version of powershell. Set
The ExecutionPolicy

set-executionpolicy unrestricted -Scope LocalMachine
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EX Adrministrator: Windows PowerShell (88 — O >

ft Corporation. Alle Rechte behalten.

: neue plattformibergreifende Powershell kennen - https scoref

dministrato Get -ExecutionPolicy

Undefined
Undefined
Undefined
Currentld Undefin
LocalMachine Undefined

fihrung: linie trigt zum Schutz ipts bei. Sie die AusfUhrungsrichtlinie
", iglich i en im Hilfethema unter
"B h benen Sicherheitsr | ausgesetzt. Michten Sie die

[H] &nhalten [?] Hilfe {Standard ist

Microsoft Azure Configurations
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First create a new app registration in intune (service principal)

i Search resources, services, and docs (G+, esler@opent
Microsoft Azure L (G+/) Sl aone!

Home > opensight.ch | App registrations >

Register an application - X

*Name

The user-facing display name for this application (this can be changed later).

[ prtg-sensof v

Supported account types

Who can use this application or access this API?

(®) Accounts in this directory only ight.ch only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v | [ eg.https//example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies o7

¢ Make note of the application id (script parameter -app_id)
¢ Make note of the tenant id (script parameter -tenant_id)

4/9



README.md

3/17/2023

Create a new client secret in the app registration

Search resources, services, and docs (G+, roman.huesler@opent
rosoft Azure 2 Sl ‘OPENSIGHT.CH (OPENSIGH

Home > opensight.ch | App registrations > prtg-sensor

o prtg-sensor | Certificates & secrets » - X

«

Overview

& Quickstart

# Integration assistant

Manage

B2 Branding & properties

2 Authentication
Certificates & secrets

1l Token configuration

9 APl permissions

& Expose an APl

B2 Approles

& Owners

di. Roles and administrators.

I Manifest

Support + Troubleshooting

& Troubleshooting

2 New support request

2 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (0)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

New client secret
-+ New client secret

Description Expires Value © Secret ID

No client secrets have been created for this application.

e Make note of the secret value (script parameter -client_secret)

Grant the required permissions and give admin consent

rosoft Azure O Search resources, services, and docs (G+/)

Home > opensight.ch | App registrations > prtg

- prtg | APl permissions =

[P Search

l « O Refresh Rj Got feedback?

Overview

& Quickstart

#" Integration assistant

Manage

T2 Branding & properties

5 Authentication
Certificates & secrets

11! Token configuration

- API permissions

& Expose an AP|

%5 App roles

&8 Owners

4. Roles and administrators

Wil Manifest

Support + Troubleshooting

f Troubleshooting

2 New support request

Installation

0 The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your
more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Adda permission /' Grant admin consent for opensight.ch

API / Permissions name Type Description Admin consent req...  Status

 Microsoft Graph (6) .o
Application.Read.All Application Read all applications Yes @ Granted for opensightch ==+
Device.Read.All Application Read all devices Yes @ Granted for opensight.ch  +++
DeviceManagementApps.Read.All Application  Read Microsoft Intune apps Yes @ Granted for opensightch =+
DeviceManagementConfiguration.Read All  Application Read Microsoft Intune device configuration an... Yes @ Granted for opensight.ch =+
DeviceManagementManagedDevices.ReadAll Application  Read Microsoft Intune devices Yes @ Granted for opensightch ==+
User.Read Delegated ~ Sign in and read user profile No @ Granted for opensight.ch  +«+

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
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PRTG

Put the sensor in the right location on the prtg probe in the EXEXML folder

rusTAm cencarc

(v = | EXEXML - [m] X
Start Freigeben Ansicht o
« v 4 > DieserPC > Lokaler Datentrager (C}) > Programme (x86) > PRTG Network Monitor > Custom Sensors > EXEXML v O EXEXML durchsuchen r
Name Anderungsdatum Typ GroBe

s Schnellzugriff

I Desktop

& Downloads

|Z Dokumente

& Bilder
EXEXML
old

[] Demo Batchfile - Returns static values in ...

&y v1_prtg_intune_app_status.ps1

|y v2_prtg_intune_device_monitor.ps1

O O S

SeNnsors

Temp
@ OneDrive - opensight
fia opensight.ch
[ Dieser PC

¥ Netzwerk

U

3 Elemente
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In PRTG create a new EXE/advanced probe
m} | Add Sensor (Step 1 of 2| PRTG 1 X |+ - 0o X
- G A Mot secure | 192.168.2.111 faddsensor.htm?selection =08isearchtext=&id=2106 AN {‘5 {% z

¥ Home G Libraries E ] Alarms

#&  Gevices  DPSDWMDASIDCRIK ~ | Probe Device  Add Sensor (Step 10f 2}

Add Sensor to Device Probe Device [127.0.0.1]

Target System Type? Technology Used?
Ow e CFing

ounters (0 Push |

O PRTG

> Looking for more sensor types? See our PRTG Sensor Hub,
< Cancel sensor creation

Search @ seript] 11 Matching Sensor Types

Matching Sensor Types

EXE/Script ? EXE/Script Advanced ? Pythan Script Advanced ?

Runs an executable file, dynamic-link
library file, or a script (batch file, VBScript,
Powershelly that returns a numeric value

Weeds MET 4.7.2 on the probe system. Ths
exscutabls fife or script fils must bs storsd on
the probe system.

Runs an executable file, dynamic-link
library file, or a script (batch file, VBScript,
Powershell} that returns XML or JSON

Weeds MET 4.7.2 on the probe systsm. Ths
exscutsbls fife or script s must be stored on
the probe system.

Runs a Python script that returns XML or
JE0M

The Pytion script fils must be stored on the
parsnt probe system of the sensor.

I C LERN | [+

Sensor Types That Need Valid Credentials For Linux (SSH/WBEM) Systerms

To add these sensor types, enter Linux credentials in the settings of the parent device or a parent group.

EIPAESSLER

# Update Available 7 Help

Script Parameters

Add the parameters that were noted above to the sensor configuration. Use single quotes

e app_id
e tenant_id
e client_secret

Then you can also use the 2 parameters:

o states
filter the device states that you like to show in prtg with this parameter. you can use
"total;all;installed;failed;notInstalled;uninstallFailed;pendinginstall;unknown;notApplicable"

o total
show the total of all states (example: 2 "installed" plus 3 "failed" plus O "unkown" etc resultin a
total of b)

o all

just show all states in prtg (installed, failed, ...)
o installed;failed
just show installed or failed packages in prtg
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e softwarenames
filter the software that you like to show in prtg

o overall
show overall stats in prtg. example: winscp has 2 "installed" and 7zip has 3 "installed". Results
in overall 5 "installed"

o all
show stats for all detected apps from intune in prtg.

o winscp;7zip
show stats for winscp and 7zip in prtg

Edit Object XML Custom EXE/Script Sensor

Basic Sensor Settings

Sensor Name

ML Custom EXE/Script Sensor

Farent Tags

Tags

smlexesensor X @

Priority

% J ¥ 7 <7

Credentals for Script Sensors

(’) inherit from == FProbe Device

Sensor Settings

directory for EXE fifes fs the probe directory. vis files, ps? files, or other script files may use different working

The EXE fie has to run on the computer where the parent probe is instalfed, not on the parent device. The working
directories.

EXE/Script

w2_prtg_intune_device_monftorpsi

Faramelers

-app_id 't ' -tenant_id :*-client_secret "EFX

Environment

@ Cefault envirenment

O Set placeholders as environment values

Security Context

@ Use security context of PRTG probe senvice

O Use Windows credentials of parent device

WV

Cancel

Manual Testing

On the PRTG Probe, you can also test the sensor manually. Just open a powershell and type
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"C:\Program Files (x86)\PRTG Network Monitor\Custom
Sensors\EXEXML\v1_prtg_intune_app_status.psl" —app_id 'XXX=XXX=XXX=XXX' -
tenant_id 'xxX—xxx—-xxx—-xxx' -—-client_secret 'xxxxxxx'

Some more examples

all data

"C:\Program Files (x86)\PRTG Network Monitor\Custom
Sensors\EXEXML\v1_prtg_intune_app_status.psl" °
—app_id "XXX=XXX=XXX=XXX'

—tenant_id 'XXX=XXX—XXX—-XXX"
—client_secret 'xxxxxxx'
-states 'all' °
—-softwarenames 'all;overall'

all installed and failed for packages 7zip and winscp

"C:\Program Files (x86)\PRTG Network Monitor\Custom
Sensors\EXEXML\v1_prtg_intune_app_status.psl" °
—app_id "XXX=XXX=XXX=XXX'

—tenant_id 'XXX=XXX—-XXX—-XXX'
—client_secret 'Xxxxxxx'
—states 'installed;failed’
-softwarenames '7zip;winscp'’

all failed installations for all apps

"C:\Program Files (x86)\PRTG Network Monitor\Custom
Sensors\EXEXML\v1l_prtg_intune_app_status.psl" °
—app_id 'XXX—=XXX—XXX-XXX'

—tenant_id 'XXX=XXX—=XXX—-XXX"
—client_secret 'Xxxxxxxx'
-states 'failed' °
-softwarenames 'all'
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